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Abstract 
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This study examines how automation can benefit several nuclear - 
weapon safety programs. The benefits expected are timesavings, 
improved management across programs, and new ways of inter- 
preting data The types of data managed and the data flow paths for 
twelve programs are identified We believe that automation will 
make it possible to gain new insights into the nuclear weapon surety 
status Though we recognize that there are obstacles to overcome, 
we recommend the development of a Site Information Network, 

Sponsored by the Defense Nuclear Agency under IACRO 90-881 

1-2 



Contents 

1, 

2. 

3. 

4, 

5, 

6. 

7 

lntroduct ion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ...5 

Value of Automati on/lntegrat ion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ...5 

Summary of Stud 

Methodology . . . . . . . . . . 

ed Security Program s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ...6 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ., .,.,.,,,, , . .,.,,,.,. . . . . . . . . . . . .,, ,. .,,,,. . . . . . . . . . . . . . . . . . . . . . . , .,,.,,.,. 7 

Results of the Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..l 1 

Obstacles to Overcom e . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..l2 

6.1 Procedural/Political Organ ization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..l2 
6.2 Commun ication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13 
6.3 Security Issues and Need. tc.Know . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..l 4 

Conclusions and Recommendat 

7.1 Conclusions,,,.,,..,,,,,.,,,,,,.,,.. 

ons . . . . . . . . . . . . . . . . . . . . . . . ..l...) l . . . ..ll . . . . ..l . . . . . . . . . . . . . . . . . . . . . . . . . 15 

. . . . . . . . . . . . . ., ..,,,,. . . . . . . . . . . . . . . . . . . .,, ,, .,,, . . . . . . . . . . . . ,,, ...,,, . 15 
7.2 Recommendat ions,,,,, . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ...15 

Reference,,.,.,,,,.,,,,.,,,...,,,.,,,,,,,..,,,.,,,,,,,,,,,,..,,,,,.,,..,,,,,.,,.,,,,,.,.,...,.,,.,,,,,,.,,,...,.,,.,,,..,,,,,,,,,,,,.,,,.l6 

Appendix: Nuclear Surety Programs and Activities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17 

Tables 
1 Measurable Values Vs. Benefits , .,, .,..,,.., ,, .,,,,,,,,,, ,,, , .,,,,,.,. ,,, ,, ..,,,.,, ,,, ,,, ,,, ,,, , ,,, ,,, ,,, ,,, , ,,, ,,, , 9 
2 Types of Data Managed,..,.,.,,.,,,,,.,,.....,..,.....,,.....,.,,,,,,.,,.,,,.,.,,,..,,,.,,,..,,.,..,,...,..,,....,,..9 
3 Relative Usefulness of Data in Security Program s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..lO 
4 Relative importance of Access Timeof Data insecurity Programs 

in an Emergency Environ merit . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 1 

3-4 



The Benefits of Automation
In a Site Information Network

1. ]ntroduct ion

Sandia National Laboratories undertook a study to determlr,e the benefits
of automation to several nuclear weapon surety programs in conjunction
with the Site information Network prototype project. Thegoals of the
study, as outlined in the Statement of Work, were to:

● Understand current management of security programs

● Assess the value that automation might have for each program

● Determine the benefits that would result from combining the
information from all of the study programs Into an integrated
database

Our approach was to develop the methodology and perform the work to
achieve the second and third goals above (i,e. to assess the benefits of
automation in a stand-alone and Integrated environment).

2. Value o f Aut omat ion/!rltearat ion

Computer technology has been responsible for dramatic improvements in
the workplace, These improvements range from scientific computation
and modelingto information management and analysis, and finally tore-
Dortand letter composition. This value is derived from thecomputer’s
ability (versus man’s relative inability)to store, retrieve, and perform
analytical operations on large quantities cf data andto do it quickly.
Additionally, advances in communication technology have multiplied the
advantages of computer automation by increasing the accessibilityto the
datz.

The fusion of the comt)uter and communication technologies would benefit
nuclear surety management. Furthermore, the impactof automationtc
surety information management could be increased several fold as data
from many related surety programs were integrated into a single data
system. With such asystern, aauestion involving information from
several different programs could be answered quickly by a single person
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with a single database query, Currently, this task requires that several
different people, perhaps housed in different locations, rummage through
their files. The result of automated management would be that the
artificial bound-arles between programs within the surety umbrella would
disappear, and this would yield a broader, more accurate, and more
complete view of nuclear surety atamoment’s notice.

This could all beachlevedby IJslngrelatlvely low-cost computer hard-
ware; data processing, communication and presentation software; and a
digital network to transmit the information. A system such as this, along
with its benefits, was visualized in our Future Look report, “lnformatlon
Technologies to Enhance Survivability and Security.” 1

3, Summa v of Studied Securr itv Proarams

For the purposes of the study, a cross section of nuclear surety programs
and actlvltles were selected. Thlscross section appearsto represent the
breadth of surety programs at USEUCOM; these programs should provide a
good basis for evaluating the benefits, The programs are listed below
with ashortdescr’iption. For more information, see the Appendix to this
report.

1.

2.

3.

4

5.

6.

7.

8,

9,

WAIVERS AND EXCEPTIONS: Management of security requirement
deviations.

PAL lNFOF!ilATION MANAGEMENT: Management of nuclear release
codes.

RECAPTURE/RECOVERY SITE FOLDERS: Site imagery.

INSIDER PROTECTION: Deterrence or detection of insiders.

ENTRYCOHTROL/ACCESSCONTROL: Site entry tracking

SITE VI S~TS: Communication and monitoring of site visits and
requests

FORCE-OR-FORCE TRAINING: Required training activity.

WEAPON INVENTORY: Nuclear weapon stockpile monitoring,

WEAPON MOVEMENTS Tracking planned movement of nuclear
weapons.
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10. SECURITY SYSTEM MAINTENANCE: Managing maintenance of security
sensors.

11. PERSONNEL RELIABILITY PROGRAM (PRP): Tracking personnel assigned
to nuclear weapons

12. CUSTODIAL UNIT STATUS REPORT (CUSR): Summary of site security
status.

4. l“lethoclglooy

Through quantifiable, objective metrics (such as time and manpower
savings), assessing value and determining benefit wouldbe a relatively
straightforward effort ofcomparlng numbers. Without ametric, the
methods of evaluation are much more subjective, because they are based
on the qualitative comparisons like ’’better’’ anworser”e.” The value and
benefit of surety program automation is not obviously quantifiable due to
the lack of empirical data.

In order to mitigate the subjectivity of the evalution of values and
benefits, a methodology for the study will be developed, This methodology
will attempt to relate the benefits of automation to measurable
quantities. These benefits can be categorized as follows:

. Timesaving by reducing clerical tasks related to data processing and
communication

● Improved management through Improved access, accuracy, and
presentztiorlof surety data

● 8ERF=:15 lder,t:fl~d as new capabilities would be uncovered and
coular~sult lri fundamental changes in the way data is managed and
Interpreted.

The last of th~se benefit categories, although it often has the greatest
long-term impact, is also the one which cannot be predicted, Because it
cannot be Predicted, it wlllbeignored in our study. However, the first
two benefits, which are believed to be predictable, can be further defined.
The list below divides the first benefit category into two parts and the
second intc three parts.



Tlmesavings

● Less time required to summarize the data

. Less time necessary to communicate data or to remotely access data

Improved Management

● Improved analysis of data

● Standardized organization, and storage of data

. Synergistic increase in information resulting from data
interrelationships,

From the program data listed In the Appendix, several measurable
attributes are available:

. Types and amounts of data managed

. Reporting required
● Offices/commands interested in the data,

By comparing the potential benefits of automation with these measurable
attributes, some understandingof the relationships between the two can
be seen. Table 1 presents the correlation between the measurable
attributes and the benefits,

The highest correlationto the benefits Isthe types and amounts of data
managed in th~varlous programs; this attribute will beagood indicatorof
the de~ree of benefit each receives from automation. Therefore, the data
managed will beusedzs the program criteria on which the benefit is
basea,

The next step isto identify the types of data managed In the various
studied security programs. Table 2 summarizes the Information contained
in the Appendix.
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1,

2.
3,
4.
5.
6.
7.
8.
9,
10.
11,
12.
13.
14.
15.
16.
17,
18
19.

*20.
*21,
*22,

*23.
*24,
*25,

Table 1. Measurable Attributes Vs Benefits

(H= High Correlation t’l=Mediu~ Correlation L= Low Correlation)

Data Reporting offices/
BsQu&sl

5ummary Time H H L
Communication Time L+ L+ H
Data Analysis H M L
Data Storage H L+ L
Synergistic Effects H M L

Table 2, Types of Data I“lanaged

Site Identification and Location
Command Structure
Security Requirements, Deviations, and Compensatory Measures
Delivery Unit
Weapon Inventory
Weapon Movements
Regional Maps
Site Layouts
Site Images
Security Force Information
Regional Logistics Data
Personnel Data
Personnel Clearances
Visit Information
Weapon Data
Weapon Operational Status
Weapon Maintenance Performed
PR? Information
Communications Data
Personnel Movements lntra-Site
Weapon Movements lntra-Site
Personnel Biometric Data

Exercise Information
Security System Information
Security System Maintenance Information

*Numbers 20 through 25 are not currently required by any program, but are
data with possiuie additiona! benefits.
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Finally, we 1) develop a matrix of the types of data managed (from Table
2) versus the studied security programs (from Section 3), and 2)
determine how useful the data Is to the program. This is done in Table 3,
using the following crlterla:

.Datatype currently required by the program: R
●Data type closely related or useful to the program: U.

Table3. Relatlve Usefulness of Data lnSecurlty Programs*

Secu ritv Proaram.

Type of
Data
1
2
3
4
5
6
7

8
9
10
II
12
13
14
15
16
17
18
19
20
21
22
23
24
25

Mx EAL
R E
R u
R

R
R
R

u
u
u

u u
u

u

u
d
il
69 44

R
u
u

u
u
R
R
R
R
R

u
u
u

.1w
J

82

EnuYbu
R R
u u

u

u

R R
R R

R

u u

:2 45

u

u

u
u

u
u

u

u

u

49

JnMk
R

R
u

a
R
R

u

36

Nova
R

u
R
u

u

u

u
R

u

53

u

u

R
u

u

u
u
42

R
u
u
R
u

u
u
u
R
R

R

-.
h

J

72

*T[)emeanln~o and m[wpretatlon of thenu~,bers at ths endsof the rows andcolunms in this table will..
beexplainedln Secticm5belw.

All data types should not carry the same weight, One of the benefits that
automation affords Is decreased access time. It stands to reason that
those programs in which access time isorcanbecrltlcal (e, g. inanuclez~
incident/ accident ) could benefit anextra degree from automation. Table4
lists selected data types from Table 2 and places arelatlve ranking clf the.
i!m~c~tance of imrnedlat eaccessi nar,emergency environment.

12
7
6
2
6
5
5
6
7
4
3
5
4
2
7

3
7.

3
2
2
2
4

3
5
7.



Table 4. Relative Importance of Access Time of Data
in Security Programs in an Emergency Environment

TvDes Of Data

Site identification and Location
Command Structure
Deviations/Compensatory Measures
Dellvery Unit
Weapon Inventory
Weapon Movements
Regional Maps
Site Layouts
.Site Images
Security Force Information
Regional Logistics Data
Personnel Data
Personnel Clearances
Visit Information
Weapon Data
Weapon Operational Status
Weapon Maintenance Performed
PRP Information
Communication Data

Incident/
ficclden~

M
L
M
L
H

M-H
M
H
H
H
M
M
L
L
H
L
L
L
H

Frcm Tables 3and4, we can draw five results.

~. The existe~ce of multiple “R” entr~es In anY row in Table 3
implies that data is concurrently being managed by more than one pro-
gram, and that therefore a manpower/time savings can be realized by
eliminating this redundant management, Ofthe data types listed, those
redundantly managed include Site lDand Location, Site Layout, Weapon
Data, Personnel Data, and Personnel Clearances.

~. The existence of “U”S down columns in Table 3 gives a measure
Of the degreeof benefit that any program might rea]ize through integra-
tlono:data from other programs. This benefit would manifest itself In
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improved surety decisions as a result of improved information available.
Recapture/recovery site folders and insider protection show the most
benefit in an integrated environment.

~~. The number of “’R”S and “U”S in rows (i.e., the numbers at the end
of the rows In Table 3)glvesa measure of the value that certain data
types add In an integrated environment. Those data types that appeared to
be most useful include: Site ID and Location, Command Structure, Security
Requirements Devlatlons and Compensatory Measures, Weapon Inventory,
Site Layouts, Site Images, and Weapon Data.

~~. By assigning a weighted value to each data type equal to the
number of ’’R’’sand ’’U’’s inits row and then summing these weighted
values along columns (i,,e. the numbers at the bottom of the columns in
Table 3), a measure of the programs which benefit from commonly
managed data can be obtained. This weight ingdetermlned that Waivers
andExceptions,Recapture/Recovery, and the Custodial Unit Status Report
are most closely managing the same data; insider Protection, Force-on-
Force and Weapon Movements utilized similar data types.

WLLL!LA Table 4 ranks those data types which benefit from automation
whether integrated or not. These include: Weapon Inventory, Weapon
Movements, Site Layouts and Images, Security Force Information, Weapon
Data, and Communication Data.

6, Obstac es to O1 vercome

Ths o~~.;?cles below were identified during the investigation and must be
overcome in order to implement a Site Information Network:

● Procedural/political organization of security programs within the
military

. Communication equipment available forsecure communication

. Data security and need-to-know restrictions.

These obstacles are described below.

6.1 Pr0Ce5U ral/Political Oraani7atioQ, The data flow path diagrams for
each program (seethe Appendix) show that the security information which
is. gen~rateci at the site is quickly dispersed throughout the military arena
Asa result, there is not asingle repository for security information, ora



single office with responsibl llty for all security information. This leads
to a fragmented approach to managing security. The security vlslon from
any office is dimmed by programmatic partitions, narrowly defined job
descriptions and llmfted security responsibility. The result of all of this
Is an incomplete, and therefore inaccurate, view of security status.

The Site Information Network assumes that there 1s value in providing a
slnglereposltory forsecurlty information, and that access to acomplete
set of security data wlllasslst managers of each programat all levelsto
make better decisions. For thlstocome about, some changes ln the man-
ner lnwh!:h data Is presently manaqed will need to take place.

6.2 communlcatlo~ The movement of electronic data as proposed In the
Site Information Network requires that either exlstlng or planned
communication hardwarebe available at each node. The type of hardware
depends on the network features desired such as:

● bandwidth
● frequency of network access
● duration of network access
● availability and survlvablllty of network
● security consld~rations.

At present there are not many classified, moderate bandwidth systems in
Europe which could support the SIN. The choices appear to be WWMCCS,
DISNET 1, and the STLI I I I phones.

!,) crs This World Wide Military Command and Control System Is a Top
Se&et network tying Burroughs nodes to a central host. The bandwidth of
tne system is 56K bits/s. Due to its classiflcatlon, access to the nodes is
liml:eci and its cmeratior, somewhat unfriendly.

Pi<:.:pT 1 The DISNET 1 lsafairly new, Secret level, packet-switching
network with dial-up capability. Access to the network would be from
terminals, through leased phcne llnesto ahost. The bandwidth of the
net’work would be llmltedby the leased phone llnes(4800 baud) making

imaging difficult (but possible). Encrytion is currently accomplished with
110”-84 cevlces. New technologies may simplify this. Operation of the
netv.”ork lsmaintained by DCA-Europe.

~. The STU-I I I allows point-to-point Top Secret and Secret
comnunicationzt low bandwidth (120@ baud) and low cost. Experience
has snowr, that there are problems wlththe nolseonsorneof the EuroPearl
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phone lines. These problems snould readdressed if this communication
medium is pursued.

6,3 ~ecurltv Issues and Need to Know.-

Several issues are of concern in this arena, These include the “Big
Brother” concern, unauthorized access to data, circumventing of command
channels, and reduction in insider controls.

UmQm= The concern exists of “Big Brother” watching over the
shoulder of the site commanders and program managers, This ’’concer~”
also identifies an opportunity, even though some may see the concernas
unnecessary micro-management. In previous studies, we have often found
that policies get considerably filtered from top to bottom. The goal is to
provide a means of getting needed policy rapidly and accurately to the
sites. Although it is true that quick accessto information is made
possible by the network, it is probably incorrect to assume that this
access will be detrimental to present stewardship of surety
responsibility for the reasons given below.

First. Most managers do not have the time nor the desire to perform
another’s duty. Access to the data in the system lsprompted by real
questions or concerns requiring his/her attention.

Second. Permitting questions to be answered without requiring site
personnel will save effortc

Third. If there are problems, upper management should be kept informed,
rather than left in the dark.

Una uthorized AccesS, It is possible, through technological means, to --
provide access to only certain sets of classified data,

Circumvent in!l Command Ch annels, The network does permit circumven-
tion of command channels (the site can send E-Mail to H(I, H(I can review
unapproved information, etc,). However, this ability wasnotuniauely
introducedby the computer, but is also possible with the telephone or
facsimile. Procedural requirements which today protect this from
occurring could similarly a~ply to the network. In addition, technological
means couldbe Incorporated into the system to discourage or prevent its
occurrence.

ln~id?p Ccncern~ Among other reasons for compartmental izing the data,
istnedeslr~ to limit theovecall knowledge ofan insider. Rather than
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hlnderthls effort, the system, through password control and personnel
responslbillties, could help identify potential insiders.

7.1 Conclusions. Nuclear surety programs would benefit from
automation in both a stand-alone and an Integrated environment.
Some programs benefit from automation in a stand-alone environment
because of the time savings and Improved management. Waivers and
exceptions automation illustrates this. Recapture/recoverysitefolders
would benefit because of the amount of potentially beneficial data and the
need for rapid access to the information in an emergency environment.
Much of the data currently required by the studied security programs is
also required by other programs or is closely related or useful to other
programs. For this reason, the greatest benefit of automationis lnan
integrated environment, The results of this study support this conclusion,
yet these results are very conservative because we ignored what are
potentially the greatest long-term benefits; we ignored those benefits
which are identified as new capabil ities and which can result in
fundamental changes in the way data is managed and interpreted.

Automat Ion has the potential to gain new Insights into the
nuclear weapon surety status. We found in the study that no single
office has responsibility for all security information. Rather, the
information is dispersed throughout the military arena. (See the Appendix
for details.) Asingle repository of all security information or a system
which makes the information readily accessible by aslngle office would
allow new insights. These insights could leadto identifying some of the
follow lng:

● redundancies andpotentlal cost savings

● undesirable trends which when detected early can be reversed

● root catises which can be addressed rather than dismissed
by treating their symptoms

● vulnerabilities not previously identified.

7.2 FIeco mmendat ions. Develop the site Information network. The
waivers and exceptions automation project, the Site Information Network
r)rototypepr~jectj and the results ofthi~ study all argue the benefitto
nuclear surety of an automated, integrated security information database
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and network. This study serves asa starting point in identifying
appropriate programs and data to include in the Network. This effort
should continue, ultimately resulting in asystem based on the SIN
concept.
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Append Ix:
Nuclear Surety Programs and Actlvltles

1. Waiver~ and FxceDtio sn

A)RequirementsforData/Purpose of the Program: ACE Directive 80-6
outlines the security requirements for nuclear storage sites in Europe and
aplanto monitor non-compliance to these regulations, Thewalvers and
exceptions program documents deviations to security requirements,
Including the proposed corrective action and interim measures taken to
compensate for the created vulnerability.

B) Types of Data Managed:

●

●

●

●

●

●

Site Identification and Location
Command Structure
Requirement Deviated/Description of Deviation
Schedule and Cost of Correction
Interim Compensatory Measures
Points-of-Contact and Approvals.

C) Frequency of Data Update/Reporting.

. As Deviations are Identified,

. As #.DrIrovzls E~pire (Annually, Biannually)

D) Data Flow Path

SITE *.. -

II
NAF DP SP I DO LG

I
USAF: D? sp-- Do LG

1---------------------------
U5EUCC:’I i 2 3 4

XP

XP

5
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E) Flow Channels: Data 1s up and down the flow path through classified
mall channels. (PrototypeW/Xautomationmoves data wlthSTU Ill
phones. )

F) Perceived Benefits of Automation:

. Quicker/betterdetermination ofdeviation/compensatory measure.
System can help mlnlmlze errors in selectlng requirement deviated
against andapproprlate compensatory measures through on-line help.

. Quicker approval of solution

- Electronic communication of forms can speed up the transmission
of 250-R forms.

- There isbetteranalysisofW/Xdata. Searches, comparisons, and
summaries can be performed on any field or combination of
fields in the database.

- There is better understanding of vulnerabilitles, Through the
analysis above, aclearer and more complete picture of site security
status can be drawn.

2. PAI Informat ion Manaaeme f-l ~

A) Requirement for Data/Purpose of the Program. The PAL code plan is
needed for both release and recode. ltiscontained inthe USEUCO}l
Emergency Action Procedures. Some historical PAL recode data 1s
contained on paper records which accompany the weapon. Should problems
arise, the historical data is used for troubleshooting.

9) Types of Data Managed

. Site Identification and Location

. Dellvery Unit (Weapon)

● Code Designator
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● History of Recode:

- Reasons for recode
- From what code designator?
- To what code designator?

● Weapon Inventory

● Weapon movements.

C) Frequency of Data Update/Reporting:

● Code Plan: Updates with each recode cycle

● Historical Data: Updates whenevera PAL operation is performed.

D) Data Flow Path:

Person nel ~ 9Derations Joaisitics -

SITE DP SP DO *----- --- XP
I I

NAF DP SP DO I LG I XP

USAFE DP SP DO LG---- I XP

USEUCOM 1 2 3 ----- -- 4 5

E) Data Channels:

. Code Plan: STU Ill.

F) Pecelved Benefits of Automation (Automation of the PAL recode
information and process ls currently underway.)

● Reduced recode manpower requirements

● Fewer recode errors

● Better tracking of recode history.
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3. ~

A) Requirement for Data/Purpose of the Program.. The purpose of the
folders Is to provide sufficient Information, In a timely manner, to the”
proper people in order to plan and execute a recapture and recovery
operation.

B)

●

●

●

●

●

●

c)

Types of Data Managed:

Site Identlflcation and Location

Regional Maps

Site layouts and Utility Schematics

Site Images

Site Security Force Information

Regional Logistical Details (Airports, police departments, security
force locations).

Frequency cf Data Update/Reporting. Updated every five years or as
major changes aremade to the site. Available at amoment’snotlce If
needed.

D) Data Flow Path”

12Gr::qr:c!

SITE DP

NAF DP

USAFE pp

USEUCOM 1

DNA

5P ------ - * LG
I

SP DO LG

I
SP DO LG

I
2 3 4

I
OPNO -------------------

..

E1222

XP

XP

XP

5
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E)

F)

●

●

●

●

●

●

4,

A)

FLOW Channels. Classified mail of Film from updates, Classified Mail
updates to storage locations/users

Perceived Benefits of Automation:

5etter consistency between volumes at different locations

Faster/easierupdates

Updates by remote personnel possible

Cleaner storage/smaller space

Faster Data access

Better data presentation/intuitive.

Jns dei r Protec tion

Requirement for Data/Purpose of the Program. ACE Directive 80-6
discusses the need to minimize the insider threat; however, insider
protection isnot a formal program. The purpose of the emphasis isto
minimize the possiblility thatan insider couldbe ina positionto
compromise security information.

B)

c)

D)

E)

F)

o

●

5

A)

●

Types of Data Managed: Currently None.

Frequency of Data Update/ Repc”ting None.

Data Flow Path: None.

Flow Channels” None

Perceivec 5enefits of Automation:

perm!ts continuous anal’@s/recording of personnel

Permits continuous monitoring of special equipment.

,Fntrv Contr@l/Arcess Control

Requirement forData/Purpose of the Program:

Erl~ry Control is ai)ollrequirement,
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. Data i~usedtoa%ure that unauthor~zed pt~=~ns cannot
gain access tO weapons or weapon informa~ion.

B) Types of Data Managed:

. Current:
-Site ldentlflcatlon and Location
-Personnel Data:

Name/Grade/Title
Job Descriptiori
Date/Time of entry/exit
ID Number/Passport Number
Escort Required

-Clearance of Personnel

. Possible Types:
-Personnel Data:

Biometric Data (fingerprints, hand geometry, weight,
retina scan, etcl)

Images
-Personnel Movements Intra-Site
-Material Movements lntra-Site

C) Frequency of Data Update/Reporting: Reported as the site is entered or
exited.

D) Data Flow Path None

E) Flow Channels: None

F; PerceiveG Benefits o: Automation:

● Improved real time analysis of personnel entering the facility

● Historical datasetforarlalysls/trends

. Can be combined with biometric information (finger/hand print, retinai
scan, etc)and images for failsafe identification

● Information could be moved between sites and command levels using
communication medlurnia such asRF, copper cable and fiber optics.
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A) Requirement for Data/Purpose of the Program. A site vlslt is an
activity controlled by HQUSELKOM, theservlcec ommands,a mfultimately
the site commanders.

B)

●

●

c)

n)

Types of Data Managed:

Current:
-Site Identification and Location
-Personnel Data: ~.

Name/Grade/Title
Organization
lDNumber/Passport Number

-Clearances of Personnel
Nationality
Clearance Information

-Visit Information:
Purpose of visittneed-ta-know
Date/duration of visit
Specific areas to which entry is required
Escort ~nformation

Possible Types
-Personnel Data

Biometric Data
Images

Frequency of Data Update/Reporting: Notification to sites as
visits are scheduled.

Data Flow Path

Qrs onnel WWUY 9DeraW2s hQlsLks Rlim

SITE DP * ---- * ---, LG XP
I I

NAF DP SP I DO I LG XP
I - -- - . - --- - - - -- i

USAFE DP SP DO I------ LG XP
I

USEUCOPI 1 2 3 ------ - 4 5“
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E) Flow Channels: Message traffic.

F) Perceived Benefits of Automation:

● Potential to incorporate failsafe personnel Identiflcatlon
(biometrics, images)

. Analysls of number of visits to sites/by persons for threat
assessment.

7. Force-on-Force Tralninq

A) Requirement for Data/Purpose of the Program:

●

●

Force-on-force training is required annually for each European
storage site. ACE 80-6 outllnes thetrainlng requirement, Including
recommended use of MILES-type simulation equipment. Thetralning is
to prepare the security force to defend the site and prevent the
theft/sabotage of weapons.

No military requirements for formal documentary information
have been Identified; however, this Is possibly the single most
important excerclse in site security. Data from these excercises
could be used to strengthen support for security improvements
and forcorrectlng deficiencies which are Identified during the
exercises. Computer simulation enforce training impossible
for security commanders; however, it is of little benefit to the
troops.

B) Types of Data Managed:

. Current: None.

● Possible Types:
-Site identification and Location
-Site Layouts
-Security Force Information
-Weapon Data (to be protected)
-Personnel Data

Name/Grade/Title
lDNumber/Passport Number
Training Record

-Exercise Information
Force Composition
Weaponry (Offensive and Defensive)
Results
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c)

D)

E)

F)

●

●

●

●

8.

Al

Frequency of Data Update/Reporting: Annual requirement for training.

Data Flow Path: None

Flow Channels: None

Perceived Benefits of Automation:

Single repository for force-on-force results
Identification of common problem areas
Identification of common equipment failures
Analysis capabilitiesof defensive/offensive weapon effects

Wea~on Invento vr

Requirements for Data/Purpose of the Program: Joint Chiefs of Staff
Publication l-03.7 outlines the requirement and procedure for the
program. The purpose isto track the Iocation and status of every weapon
In the stockpile.

B)

●

●

●

*
●

c)

D)

Types of Data Managed:

Site identification and Location

Weapon Data
-Type
-Serial Number
-Quantity

Weapon Movements
Weapon Operational Status
Maintenance Performed

FrequencyofDataUpdate/Reporting: Daily as changes.

Data Flow Path

Pe sor nnel ~ O~erat ons1 I@lS!XS Plans

SITE DP SP * LG XP

NAF DP SP Do LG XP

USAFE DP SP Do LG XP

USEUCOM 1 2 3 4 5

FCDNA
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E) Flow Channels
. Autodln
● Wwmccsm

F) Perceived Benefit of Automation:

● More accurate inventory

● Improved reportlngof Inver,tory

● Faster communication channels with less errors.

9. ~

A) Requirements for Data/Purpose of the Program. There is no current
DoD requirement to track weapon movements, but rather a trail of
message traffic.

Types of Data Managed:
Site Identification and Location
Weapon Data

-Type
-Serial Number
-Quantity

Movement Data
-Call Sign
-Hazards
-Courier Informatiopl
-Transportation Mode
-Destination

Fr~auencycf JataUps?t~/Fieporting: Asmovesareplanned/rnzd~

Data Flow Path:

PerSonr,El ~ 9De rations ~m

SITE DP 5P * ---- LG XP
I

NAF DP SP DO I LG XP
I

USAFE ~~ s? DO--------- LG--------XP

US EUCOM 1 ~ 3 4 5
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E) Data Charmels: Message traffic (autodin)

F) Perceived Benefits of Automation:

● Improved realtlme tracking of movements

. Common data source for all movements

10. ~ecuritv Svstem Maintenance

A) Requirements for Data/Purpose of the Data. There is no requirement
for security system maintenance data. The user nation is responsible for
this function. The only requirements are those of security system
functionality.

B) Types of Data Managed:

● Current: None

● Possible Types:

-Site ID and Location
-Site Layouts

Surveys
Contractor drawings

-Security System Information
Sensors (Models, Serial Numbers)
Positions
Expected Useful Life
Statistic failure rate of similar components

-Maintenance Information
Actual Hours of Use
ServicelRePlacement Dates.

C) Frequency of Data Update/Reporting:

● None required

● Data entered as maintenance isperformea

● Removed as needed for analysis.

D) Data Flow Path: None.



E) Flow Channels: Currently none.

F) Perceived Benefits of Automation:

. Single repository of sensor operation data

● Improved tracking of scheduled maintenance

● Trend analysis of failures

. Improved cost accounting/projection.

11. Personnel Rel abilltv Proaram1

A) Requirements for Data/Purpose of the Program: DoD 5210,42,
AR 50-5 (Para3-ll), andAF 35-99. The purpose of the program isto
ensure the highest possible standards of individual reliability in
personnel assigned to perform duties associated with the nuclear
stockpile

B) Types of Data Managed:

● Current:

-Site identification and Location

-Personnel Data

-Cleararlce Data

-PRP Information

Medical Data
Removal Reasorl

● Possible Types

-PRP Ac!~vity History.

C) Frequency of Data Update/Reporting:

. Annual summary forDoD

. Data entered as changes in status or personnel occur.
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D) Data Flow Path:

PersOnne 1 Secumty QMUUQnSMUlkLkSUIRS

SITE *

I
NA~ DP SP DO LG XP

I
USAFE DP SP DO LG XP

I
USEUCOM 3 4 5

1!----------:
I

DEPARTMENT OF AIR FORCE----1
I

ODD------------------------ I

E)

●

●

F)

●

●

●

●

!~

A)

FLOW Channels:

Autodin?

Mall?

Perceived Benefits of Automation:

Improved tracking of program

Fewer errors/infractions due to DQ’s assigned

increase !r, data managed equals increased analysis capability

Trend analysis possi~le.

Cb=.c,c& :?lZ: L’~il Statu ~ RPport

Requirements for Data/Purpose of the Program: ACE Directive 80-6

dtrecks each custodial unit to submit an annual status report. The repo~t
summarizes tr.e site withdetailsandschematics/maps so that surety
managers can access data. The details of the reportage contained in the
Append!~ :C ACE Directive 80-6.

B)

●

●

Types of Data Mana~ed:

Site Identification and Location

Delivery Lr, it
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●

●

●

●

c)

●

●

D)

Weapon Data

Communication Data

Security Force Information

Reg!onal Logistics Data.

Frequency of Data Update Reporting:

Annual Report

Amendments as Needed.

Data Flow Path:

Efwml SaucU operations J oaistic~

SITE * ---

I
NAF DP SP DO LG I

I
USAFE DP 5P DO LG---I

I
USEUCOM 1 2 3 4 ---

E) Data Channels: Flow down via classified mail channels.

F) Perceived Benefits of Automation:

● 6etter site analysls tools

● Regional/Command summary reporting.

Plans

XP

XP

5

32



Unlimited Distribution:

10

5

1
1
1
1
1
1

10
1
1
5
8
3

Hq DNA/OPNS
Major Bernard E. Beldln
6801 Telegraph Road
Alexandria, Virginia 22310-2298

Hq USEUCOM
Col. Frank Willlngham, USAF
ECJ4-LW
Unit 30400
APO AE 09128

5120
5150
5313
9500
9520
952 I
9522
9522
8523-2
3141
3145
3151

W. R. Reynolds
K. D. Nokes
J. E. MarIon
D. S. Miyoshi
J. W. Kane
D. E. McGovern
J. R. Caruthers
D. R. Ek
Central Technical Files
S. A. Landenberger
Document Processing for DOE/OSTl
G. C. Claycomb

33


	CONTENTS
	1. INTRODUCTION
	2. VALUE OF AUTOMATION/INTEGRATION
	3. SUMMARY OF STUDIED SECURITY PROGRAMS
	4. METHODOLOGY
	5. RESULTS OF THE STUDY
	6. OBSTACLES TO OVERCOME
	6.1 PROCEDURAL/POLITICAL ORGANIZATION
	6.2 COMMUNICATION
	6.3 SECURITY ISSUES AND NEED TO KNOW

	7. CONCLUSIONS AND RECOMMENDATIONS
	7.1 CONCLUSIONS
	7.2 RECOMMENDATIONS

	REFERENCE
	APPENDIX

